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YIpo3ki
De30NaCHOCTH NEPCOHANBHBIX AARHBIX, AKTYabHbIC DK 06paborie
HePCOHaibHbIX JaHHBIX B HHQOPMAlMOHHEDLIX CHCTEMAX NePCoHAIhHBIX
AAHHBIX B MYHHUHNAJILHOM OKeTHOM A0IIKCALACM 00Da30oBATEALHOM
vapesaenun «/levexuii can Nel «3onoroll kiiounio

1. Obnige nonoxesus

1.1. ¥rposer 6e30macHOCTH NEPCOHANBHEIX [aHHBIX, AKTYAIBHLIE OpH
06paboTKe DEPCOHANBHBIX JaHHEIX B HHOOPMAITHOHHEIX CHCTEMAX TEPCOHATBHEIX
HAHHBIX B MYyHHIMIANbHOM OMODKETHOM  [OLIKONBHOM  o0pasoBareibHOM
vupexnerun «/Jerckan can Nel «3o10T0i# KIR09MK» (Jalice - AKTYATBHBIE YITO3E!
tezonacnocty MCTIH), onpenenenst B COOTBETCIBUM € 9acThio 5 crarsm 19
@epepansnoro 3axona or 27.07.2006 Ne 152-©3 «O nepcoHafbHBIX HAHHBIXY,
nioctarosienrem [lpaBurtenscrsa Poccuiickod Peneparimu ot 0G1.11.2012 No 1119
«O6 yrtBepieHMr TpebOBaHMY K 3aUIATe TEPCOHATBHEIX JAHHEIX NPH HX
ofpaborke B MAQOPMAIHOHHEIX CHCTEMaX HEePCOHANBHEIX IAHHEIXY, NPUKA3ZOM
Denepanbuodl Cry®GH 7O TEXHWYECKOMY H JKCHOODTHOMY KOHTDOMN (names -
OCTOK Pocenn) or 11.02.2013 Ne 17 «O6 yreepwaenus TpeGosamumii o 3amure
VHQOpMaLFE, HE COCTaBIMIOLISH IOCYAapCTRCHHYIO TallHy, cogepkaineiics B
IOCYAAPCTBEHHBIX MHGOPMAIMONEEIX CHeTeMaxy, mpuxazom ©@CT3K Poccuu ot
18.02.2013 Ne 21 «O6 yreepxgenny CocTapa U COTEPXaHUS OPTaHH3AMOHHEIX U
TEXHUYECKHX Mep 1o cbecnevesnic 6e20MacHOCTH NIEPCOHANBHBIX NAHHBIX IPA UX
obpaborke B UHOQOPMALHOHHBLIX CHCTEMAX NEPCOHANBHLIX NAHHEIX», NPHKA30M
Qenepaiproil cnyxlei Oesonacuoctu Poccuiickoit Denepaunu (nanee - OCH
Poccuuy or 10.07.2014 Ne 378 «O6 yreepwuieHuu Cocraba ¥ CoOJepXKaHHS
OPTaEM3alUMOHHBIX W TexHuuYeckux Mep no obecnevemzo OesonacHocTh
OepCOHATBbHE NauHelX Opu ux obpaborke B uHOOPMAIMOHHBIX CHCTEMAX
DEPCOHATRHEIX JaHHBIX ¢ HCIONEICBAHUEM CPEICTE KPUNTOrpadiIecKo 3aiunTsl
uHGopMalny, HeoOXOIUMBIX /15 BHIIONHEHUA YCTAHOBICHHEBIX [IpaBWTenbcTROM
Pocculickot Denepatimy tpefopanuil K aMIUTe MEPCOHANBHBIX HAHHBIX IS
KEOKOONO 43 VpOBHeH 3alIMIMCHHOCTH», METONukod ONpEene/IeHMS aKTYAIbHEIX
yipo3 Oe3onacBOCTH MEpCOHANBHBIX  OaHHBIX 1pa  wx  obpalorxe B
VHQOPMaIUOEHBIX — CHCTEMaxX  I[IEPCOHANEBHBIX  JaHHBIX,  YTBEPKICHHOH
amectuTenenm pupextopa DCTB3K  Pocemm  14.02.2008, Meromnueckamy
.péxome}mauﬁﬁm;{ no ;:}&2'5336{)’}7}{% HODMATUBHELR IIDABOBLIX arkTOB, OHDEHSIIHIOIIHK
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yrpo3sl 0€30MacHOCTH TEPCOHANBHBIX JaHHBIX, AaKTyaJlbHbIE TpH 00pabOTKe
NIEPCOHAJIBHBIX JTaHHBIX B MH()OPMAIIMOHHBIX CUCTEMAaX MEPCOHAJBHBIX JAHHBIX,
AKCIUTYaTUPYEMBIX MPHU OCYLIECTBIEHUU COOTBETCTBYIOLIUX BUOB JACSITEIbHOCTH,
yTBEpKAEHHBIMU pyKoBoACTBOM &-ro Ilentpa ®CBb Poccum ot 31.03.2015
Ne149/7/2/6-432, ba3zoBoit MO/ieNIbIO yTpo3 0€30MaCHOCTH MEPCOHABHBIX JaHHBIX
npu ux o0paboTke B HMH(GOPMALMOHHBIX CHCTEMaxX MEePCOHAIbHBIX JAHHBIX,
yTBepxkaeHHON 3aMectuteneM aupektopa @CTIK Poccum 15.02.2008, u bankom
JAHHBIX yTrpo3 Oe30MacHOCTH HWHQPOPMAIUH, Pa3MENICHHBIM Ha OQHUIIMATHLHOM
caiite ®CTOK Poccum (http://bdu.fstec.ru).

1.2. Akryanbubie yrpo3sl OeszomacHoctu WCIIJIH comepkar mnepedeHb
aKTyaJbHBIX YIpo3 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe B
WH()OPMAIIMOHHBIX CHCTeMaX IMepPCOHANBbHBIX maHHbIX (mamee - WCII/IH) B
MYHHUITUTIAJTBHOM  OFOJDKETHOM  JIOIIKOJIBHOM — 00pa30BaTEeIbHOM  YUPEKICHUN
«Jlerckuii cag Nel «3omotoit kimrounk» (nanee- MbJI0OVY).

1.3. AktyansHble yrpo3bl OesonacHoctu WMCII[H moanexar amanraiuu B
xone pazpadotku MB/IOY uacTHbIX Mojesel yrpo3 0e30MacHOCTH MEePCOHATbHBIX
JAHHBIX JUIA Kaxaou napopmarmonHoit cucteMsl (1anee - MC).

1.4. ITpu pa3paboTKe YaCTHBIX MOENEH yrpo3 0€30MacHOCTH MEPCOHANIBHBIX
JAHHBIX MPOBOJUTCS aHAIU3 CTPYKTYPHO-PYHKIIMOHANIBHBIX Xapakrepuctuk UC,
AKCIUTYaTUPYEMOU TIPU OCYIIECTBICHUH OPraHOM BJIACTU (DYHKIUHA U MTOTHOMOYHUA,
a TaKKe MPUMEHSEMbBIX B Hell MH()OPMAIIMOHHBIX TEXHOJIOTUH M OCOOCHHOCTEH ee
(GYHKITMOHUPOBAaHUS, B TOM YHCJI€ C HCIONb30BaHMEM baHka maHHBIX yrpo3
Oe3omacHOCTH HH(OPMALIUK.

1.5.B wdacTtHOU Momenu yrpo3 O€30MaCHOCTH TEPCOHAIBHBIX JTaHHBIX
YKa3bIBaIOTCSL:

ornucanue UCII/IH u ee cTpyKTypHO-(DyHKIIMOHATBHBIX XapaKTEPUCTHK;

OMHCaHUE Yrpo3 0e30MaCHOCTH TMEepPCOHAIBHBIX JAHHBIX C Y4YETOM
COBOKYIHOCTH MPEANOI0KEHUH O CII0c00axX, MOArOTOBKE U MPOBEACHUM aTaK;

onucaHue BO3MOXKHBIX Yysi3BuMocTed HMC, cmocoboB peanuzaunuud yrpos
Oe3omacHOCTH MHGOPMALIMM M  MOCJIEACTBUM  HapylmleHud  Oe30MmacHOCTH
uHpopMaum.

1.6. O6bextamu uHbopmaruzauu B MBJIOY Beictymator MC, umeromue
CXOJTHYIO CTPYKTYPY M OAHOTOYEHYHOE MOAKIIOUEHHUE K CETSM OOIIEro MojIb30BaHUs
U (wm) uHPOPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHOW cetn «WHTepHeT» (nanee -
cetb «MHTEpHETY») UYepe3 BBIICICHHYI0 HUHPPACTPYKTYPY — MEKBEIOMCTBEHHYIO
ceTh nepeaayu JaHHbIX TaMOOBCKOI 00IacTH.

1.7. B 3aBUCMMOCTHM OT KOHKpeTHOro oObekra wuHpopmaruzauuu HWC
MBJIOY nenstcs Ha 1Ba BUA:

nokanpHast MC, paboune Mecta u 0a3pl JaHHBIX KOTOPOH PACIOJIOKEHBI B
npenenax OAHOrO 3aHus;

pacnpenenennas MC, pabourie MecTta KOTOpPOIl pachojoKeHbl B IMpeaesax
OJTHOTO 3/1aHus, a 0a3pl JaHHBIX XpaHATcs U oOpabarbiBatorcst B Llentpe
00pa0OTKM TaHHBIX AIMUHHUCTPAIIUU 00JIACTH.



1.8. ba3pl  maHHBIX  HWHPOpPMAIMKA, C  HCIONH30BAHUEM  KOTOPBIX
OCYILIECTBIISIIOTCS  cOOp, 3amuch, CHUCTEMaru3alus, HAKOIUIEHUE, XpaHEHHUeE,
yTouHeHue (OOHOBJIEHME, M3MEHEHHE) TMEepPCOHANBHBIX JAHHBIX TpaxIaH
Poccuiickoit @enepanun, HaxonsaTes Ha Tepputopun Poccurickon denepanum.

1.9. Beog mnepconanbhbix aAaHHbix B MC u BeIBOg JganHbix uz HC
OCYIIECTBIISIIOTCS. C MCMOJIb30BAaHUEM OyMaXKHBIX M DJIEKTPOHHBIX HOCHUTENEH
uHpopmanu. B xauecTBe 3IEKTPOHHBIX HOCHUTENEH MH(POPMAIMU HUCTIONB3YHOTCS
YYTCHHBIC CHEMHBIC HOCHTENN HWHPOpMAlUA M ONTHYEeCKHe AucKu. JlocTym k
NCIIIH orpaHnyeH MEepeyHEM TrOCYJapCTBEHHBIX TI'PaXAAHCKHUX CIYKAIIUX WU
pabOTHUKOB OpraHU3aINiA, ABIIOIHXCs Biaaaenbiem MC.

1.10. Ilepenaya mnepCcOHANBHBIX JAHHBIX B JpPYrM€ OpraHu3alud U B
TEPPUTOPHAIbHBIE OpraHbl (PenepasbHbIX OPraHOB HMCIOTHUTEIBHOW BIACTH TIO
ceTsiM oOmiero monb3oBaHus W (wim) cetm «VHTEpHET» OCYIIECTBISETCS C
WCIIOIb30BAaHUEM CEPTUPHUIIMPOBAHHBIX IUGPOBATBHBIX (KPUNITOTPAPUIECKUX )
cpeacTs 3amuThl nHGopmanuu (nanee - CK3N).

1.11. Kontponupyemoii 3onoii UC aBnsitorcsa 3panust MBIOY u otaenbHbie
noMmelieHus. B mpenenax KOHTpOJIMpPYyeMOM 30HBI HaXo[sATCa padouue Mecrta
M0JIb30BAaTENIEH, CEpBEPHI, CETEBOE U TEIEKOMMYHUKalMoHHOE oOopynoBanue MC.
Bue koHTponupyemoil 30HBI HAaXOASATCS JIMHUM Tepefayd JaHHBIX U
TEJIEKOMMYHHUKAIIMOHHOE 000pY/I0BaHUE, UCIOJb3yeMOe i HH(POPMAIMOHHOTO
oOMeHa 1o ceTsiM o01ero nojik3oBanus u (Win) cetu «THTepHETY.

1.12. B 3gaausax MB/1OY:

JIOJKEH OBITh OPTaHNU30BaH MPOITYCKHON PEKUM;

JOJKHO OBITh MCKIIOYEHO HEKOHTPOJIHUPYEMOE MpPeObIBAHUE MMOCTOPOHHUX
JUIl ¥ HEKOHTPOJIUPYEMOE TNepeMellleHre (BBIHOC 3a MpeAeibl 3/IaHHs)
KOMIIBIOTEPOB U OPITEXHUKU;

MOMEILIEHUS CO CPEACTBAMHU BBIYMCIUTEIBbHON TEXHUKU JODKHBI OBIThH
000pYI0BaHbI 3aITUPAIOIIMMUCS ABEPSIMHU U ONEYATHIBAIOIIMMH YCTPOUCTBAMY;

JOTOTHUTENIBHO MOXET OBbITh  OPraHMW30BaHO  BUACOHAONIOEHUE B
KOpUJ0paX, BECTUOIONSIX U XOJJIaX.

1.13. 3ammra nepcoHanbHbiXx AaHHBIX B MC MBJOY u cersax oOiero
MOJIb30BAHMS, MOJKIIOUaeMbIX K ceTu «MHTepHeT», o0ecrneunBaeTcsi CpecTBaMU
3amuThl nHGopmaruu (ganee - C3M1):

C3U oT HeCaHKUMOHUPOBAHHOTO A0cCTyMa, cepTudunuposanubivu DCTOK
Poccun, He Hmke 4 YypOBHS KOHTPOJIS OTCYTCTBHS HEIEKIAPUPOBAHHBIX
BO3MOXKHOCTeM (manee - HIB);

CpEeICTBAaMH aHTHUBUPYCHOW 3amuTthl, cepruduuupoBanabivu DOCTIOK
Poccumn, He Hike 4 Kiacca;

MexceTeBbIMU dKpaHamu, cepTuduuupoBanubiMu DCTIK Poccun, He Huxe
3 kiacca;

CK3H, dopmupyronumMu  BUpTyasibHble  4dacTHeie cetu  (VPN),
ceprudurupoBanabiMu @Ch Poccun no kimaccy KC 1 u Bhiie;

cucTeMaMu OOHapy>KEHUsI BTOP>KEHUSI HE HUXKe 4 Kilacca;



CPEIICTBOM TOCYAapPCTBEHHOW CHCTEMBI OOHAPYKCHHS, TPEIYyNPEKICHUS U
JUKBUJAIUA TIOCTEACTBUM KOMIBIOTEPHBIX aTak Ha WMHOOPMAIMOHHBIE PECYPCHI
Poccuiickont Penepanuu.

2. XapaKTepucTUKH 0€30MacHOCTH MH(POPMAIITMOHHBIX CUCTEM
NEPCOHANIbHBIX JTAHHBIX

2.1. OcHOBHBIMH CBOMCTBaMU 0€30MaCHOCTU MH(OPMAIUU SIBISIFOTCS

KOH(PHUICHITUATHHOCTb - obs13aTensHOe TUISt coOmoneHMs
JEJIONPOU3BOIUTENIEM WA UHBIM MOJYYUBIIUM JOCTYH K MEPCOHAIBHBIM JIaHHBIM
JUIIOM TpeOOBaHHE HE JOMYCKaTh MX PaclpOCTpaHEHUs 0e3 cornacusi CyObeKTa
MEePCOHABHBIX TAHHBIX WM HAJIMYUS UHOTO 3aKOHHOTO OCHOBAHUS;

LEJIOCTHOCTh - COCTOSIHUE 3allMIIEHHOCTH WH(GOPMAIUH, XapaKTepu3yeMoe
cnocobHocthio MIC obecneunBaTh COXpaHHOCTh M HEU3MEHHOCTh HHGpOpMalUU
NP TONBITKAX HECAHKIMOHMPOBAHHBIX BO3JCHCTBUA HAa HEE B IIpolEcce
00pa0OTKM WJIM XpaHEHUSI;

JOCTYITHOCTb - COCTOSIHUE MH(OPMALINH, TIPU KOTOPOM CYObEKThI, UMEIOIINE
npasa JI0CTyna, MOT'yT peajnu30BaTh UX OECIPENnsTCTBEHHO.

2.2. llox axkTyaJdbHBIMU YIpo3aMH O€30MaCHOCTH TMEPCOHAIBHBIX JaHHBIX
MOHUMAETCS COBOKYITHOCTb YCJIOBUA U (PAKTOPOB, CO3MAIOIIMX aKTyaJbHYIO
OMAacCHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHCJIE€ CIy4alHOro, JOocCTyna K
MIEPCOHANILHBIM JTaHHBIM Tpu uX oOpaboTke B VMC, pe3yabratoM KOTOPOTO MOTYT
CTaTh YHHUYTOXKEHWE, U3MECHEHHE, OJIOKMPOBAaHUE, KOMMPOBAHUE, TIPEI0CTABICHUE,
pacrpoCTpaHEHHE TMEPCOHATBHBIX JAHHBIX, a TAaKXE HWHbIE HEMPaBOMEPHBIC
JICVICTBHSL.

2.3. B 3aBUCHUMOCTH OT cOCTaBa 00paldaThIBAEMBbIX MEPCOHATBHBIX TaHHBIX U
TUIAa aKTyaJIbHBIX YIrpo3 HEOOXOIWMBIN YPOBEHb 3alIUIIEHHOCTH MEPCOHAIBHBIX
nanHbiX 11 kaxaon UCIIH onpenensieTcss MHAUBUYaIbHO.

2.4. Ins UCIIJJH opraHoB BJIAacCTH aKTyajdbHbl yTIpo3bl 0€30MacHOCTU
MEPCOHAJIBHBIX JAHHBIX TPETHEr0 THUIIA, HE CBs3aHHble ¢ HainuuueM HJIB B
CUCTEMHOM U TPHUKJIAAHOM MporpaMMHoM obOecneueHun (manee - I10),
ucnonszyemom B UC.

3. IlpumeHeHune cpeacTB KpUNTOorpapuuecKoi 3auThl HHPOPMALIUU B
UH(GOPMAIIMOHHBIX CUCTEMAaX MEPCOHABHBIX JAHHBIX

3.1. AkryansHocth npumenenus B UCII[In MBJIOY CK3U onpenensercs
HEOOXOMMMOCTBIO  3alllUTHl TEPCOHATBHBIX JAHHBIX, B TOM 4HCJIE TpHU
UH(POPMAITMOHHOM OOMEHE IO CEeTSIM CBSI3U OOIIEro MoJjb30BaHUS U (UJIH) CETU
«HTEpHETY.

3.2. CK3U mnpenna3HaueHbl I 3allUThl UHGOPMAIIMU OT JEUCTBUU CO
CTOPOHBI JIUI], HE UMEIOIINX MPABO J0CTYyNa K 3TON MHpopMaIuu.



3.3. IIlpuHATBIMH  OpraHU3allMOHHO-TEXHUYECKMMU Mepamu B  MB/IOY
JoJKHA OBITh MCKJIIOYEHA BO3MOXHOCTh HECAHKIIMOHUPOBAHHOTO JOCTYIIa
NOTEHIMAIBHOTO HAPYIIUTENS K KitoueBoit nupopmanuu CK3U.

3.4.Ilpu okcrmyaranmu  CK3UW  nmomkHbBl  coOmomaThess  TpeOOBaHUS
AKCIUTyaTallMOHHO-TexHu4eckoi  gokymeHtauumu Ha CK3W wu  TpeboBanus
JNEUCTBYIOIIMX HOPMATHMBHBIX TIPABOBBIX AaKTOB B 00JACTH pealu3alud u
skcrutyaranun CK31.

3.5. Ins oOecmeueHus O€30MaCHOCTH NEPCOHANBHBIX JMJAHHBIX TPU HX
obopabotke B UCII[n wucnomssytorcss CK3U, mpomienmme B yCTaHOBICHHOM
NOPsIZIKE MPOLIENAYPY OLIEHKHA COOTBETCTBUSI.

3.6. O6nexramu 3amutel B UCIT/IH sBnsroTes:

MIEPCOHAJIbHBIE JTAHHBIE;

CpencTBa KpuntorpaduuecKoi 3amuThl HHPOPMAIUH;

cpena ¢pyuknuonupoBanus CK3U (nanee — CO);

uH(pOpMaIKs, OTHOCAIIASACS K KPUNTOrpapUuecKor 3aliuTe NePCOHANbHbIX
JAHHBIX, BKJIIOYAs KIFOYEBYIO, MAPOJIbHYIO U ayTEHTUPUIIMPYIOLTYI0 HHPOpMAIUIO
CK3U;

JOKYMEHTBI, JeNa, OSKypHaJlbl, KapTOTEKH, W3AAHMS, TEXHUYECKUE
JIOKYMEHTBI, paboyre MaTepuasibl U T. M., B KOTOPbIX OTpaK€Ha 3alllMIlaeMas
uHpopmanus, otHocsmascs k HCIIJIH u ux xpunrorpaguyeckod 3aiiure,
BkItovyass JokymeHtamuio Ha CK3M w Ha TexHuueckue M MIPOrpaMMHBIC
KOMITOHEHTHI cpenbl pyHkunonuposanusi CK3U;

HOCHUTENU 3amumaeMoil nadopmanuu, ucnons3dyembie B C B mpouecce
KpUnTorpauyeckol 3alfuThl TEPCOHAIBHBIX JAHHBIX, HOCHUTEIH KIIIOYEBOM,
napoiapHO u ayreHTHuIMpyomen napopmanuu CK3U u mopsimok moctyma K
HUM;

UCIOJIb3yeMble MH(OPMAIIMOHHOM CHUCTEMOM KaHaibl (JIMHUM) CBS3H,
BKJIIOUYasi KaOeJIbHbIE CUCTEMBI;

MOMEILIEHUS, B KOTOPBIX HaxonsaTca pecypchl UC, umeroniye OTHOIICHHE K
Kpunrorpadguyeckoi 3aumTe NepcoHaIbHbIX JaHHBIX.

3.7. Peanuzauus  yrpo3 ~ O€30MAaCHOCTM  MEPCOHANIBHBIX  JIAHHBIX,
obpabarbiBaeMbix B UCII/IH, onpenensieTcss BO3MOXKHOCTSIMHU UCTOUHUKOB aTak. Ha
OCHOBaHUM HCXOAHBIX JAHHBIX 00 OOBEKTaX 3alIUThl M HCTOYHUKAX aTaK B
tabmmue 1 mus MBJOY onpenenensl 0000IEHHBIE BO3MOXHOCTH HCTOYHHKOB
aTak.

Tabmmma 1
O000111EeHHBIE BO3MOKHOCTH UCTOYHUKOB aTak Jla/Het
1 2
1. BO3BMOXKHOCTh ~ CaMOCTOSITENILHO ~ OCYIISCTBJIATh — CO3JaHME  CIIOCOOOB  aTak, Jla
MOJITOTOBKY U MPOBEICHUE aTaK TOJBKO 3a MpeaeaMi KOHTPOIUPYEMOM 30HbI
2. BO3MOXKHOCTh ~ CaMOCTOSITENIbHO ~ OCYIIECTBJIATh  CO3JaHME  CIIOCOOOB  aTak,
MOJATOTOBKY M TIPOBEACHHE araKk B IMpeleiax KOHTPOIUPYeMOW 30HBI, HO 0e3 Jla

¢duzmveckoro mOCTyma K ammapartHbiM cpenactBam (mamee — AC), Ha KOTOPBIX
peanuzoBanbl CK3U u cpena nx GyHKINOHUPOBAHHUS
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3. BO3MOXXHOCTh ~ CaMOCTOSITEJIBHO ~ OCYILIECTBIATH  CO3JaHHE CIOCOOOB  aTak,
MOATOTOBKY M IPOBEJIEHHE aTak B Ipelenax KOHTPOIUPYEMOH 30HBI C (PU3HMUECKUM
noctynoM Kk AC, Ha koTtopsix peanuzoBanbl CK3U u cpena ux GpyHKIMOHUPOBAHUS

Her

4. Bo3MOXXHOCTh TIPUBJIEKATh CICIIHATMCTOB, UMEIOIINUX OIBIT pa3pabOTKH M aHalIU3a
CK3MU (Bxirouasi crielMaincToB B 00acTH aHalW3a CHTHAJIOB JIMHEWHOW Tepenayn u
CUTHAJIOB IMMOOOYHOTO 3JIEKTPOMAarHUTHOTO M3ayueHus u HaBogok CK3I)

Her

5. BO3MO)XHOCTh NPUBJIEKATh CHEIMAIMCTOB, UMEIOIINX OMBIT pa3paOOTKU M aHAIU3a
CK3U (Bkirovas CHEIUAIMCTOB B OOJIACTH HCIIOJIB30BAHUS IS PEaTU3allMi aTak
HEIOKYMEHTHPOBAaHHBIX BO3MOKHOCTEH MPUKIIQIHOTO IPOrPaMMHOTO 00eCTIeYeHMs)

Hert

6. BO3MOXXHOCTh TIPUBJICKATh CICIHAIMCTOB, UMEIONIUX OMBIT Pa3padOTKH W aHaIu3a
CK3U (Bkirouass CHEIUAIKMCTOB B 00JaCTH HWCHONB30BAHUS ISl peaTH3allid aTak
HEJIOKyMEHTHPOBAaHHBIX BO3MOXKHOCTEH aIllmapaTHOTO0 W MPOrPaMMHOTO KOMITOHEHTOB
cpensl ¢pyHkimonuposanus CK3M)

Her

3.8. B coorBeTcTBHM € OOOOIIEHHBIMH BO3MOKHOCTSIMH HMCTOYHHUKOB aTak
(rabnmuua 1) ompeneneHsl JBe  akTyaJbHble YTOYHEHHBIE BO3MOXKHOCTHU

HapyLIUTENEeH W HalpaBJIEHHUs aTak (COOTBETCTBYIOUIUE AKTYaJbHBIE YIPO3bl IS

NC) (tabmuma 2).

Tab6muma 2

Y TOUHEHHBIE BOBMOKHOCTH
HapyLIUTENeH U HallpaBICHUS
arak (COOTBETCTBYIOIINE
aKTyaJbHbIE YTPO3bl)

AKTyaJIbHOCTb
WCIIONTE30BaHUS
(mpuMeHeHHU ) st
MOCTPOCHUS U
peam3aluy atak

O06oCcHOBaHHUE OTCYTCTBUS

1

2

3

1. IlpoBenenue araku npu
HaXOXXJICHWH B IIpelienax
KOHTPOJIMPYEMOM 30HbI

HeaxryansHo

[TpoBogasiTcst pabOTHI 1O TOI0OPY MEpCOHAA;
MPEICTABUTENN TEXHUIECKHUX,
00CITY>)KUBAIOIIUX U IPYTUX
BCIIOMOTaTEeNIbHBIX CIYyX0 mpu paboTe B
MTOMEIICHMIX (CTOMKAX ), TJIE PACIIOIOKECHBI
CK3WU, u coTpynHUKH, HE SBISAIOLINECS
nose3oBarenssMu CK3U, Haxogarcs B 3 TUX
MOMEIICHUSIX TOJIBKO B MIPUCYTCTBUU
COTPYIHUKOB I10 IKCILTyaTall1u;
COTPYIHUKH, SBISIOLTUECS MOIH30BATEISIMHU
NCIIIH, HO HE ABIISIIOIIUECS
noJsib3oBaresiMu CK3U,
pOoUH(POPMHUPOBAHBI O TIPABHIIAX PAOOTHI B
HCIIJIH 1 OTBETCTBEHHOCTH 3a
HECOOJIOJICHUE TTPaBUII 00CCIICUCHHS
0e30macHOCTH UH(OPMALIUH;

nosib3oBarenun CK3U nponHdopmMupoBaHsl 0
npaBuiax padots! B MCIT/IH, mpaBuiax
pabotel ¢ CK3U 1 0TBETCTBEHHOCTH 3a
HEeCOOTIoIEHUE MPaBUIT 00ECTICUCHUS
06e30macHOCTH UH(OPMAIIHH;
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IIOMEUICHMS, B KOTOPBIX PacIoiIararTcs
CK3MH, ocHaiieHbl BXOAHBIMU IBEPHMHU C
Ha/IeXKHBIMH 3aMKaMH, 00ecieueHo
IIOCTOSIHHOE 3aKPBITHE IBEpE ITOMEILICHUI
Ha 3aMOK, M UX OTKPBITHE OCYILECTBISAETCS
TOJIBKO ISl CAHKIIMOHUPOBAHHOTO
IIPOX0Ja;

YTBEPXKACHBI IIPaBUJIa 10CTYIA B
nomenienus, rae pacnonaraotca CK3U, B
pabodee u Hepabouee BpeMs, a TAKKE B
HEIITATHBIX CUTYALHAX;

YTBEPXKACH NIEPEUEHb JINLI, UMEIOLINX IIPABO
JIOCTyIa B IOMEILEHHUS, TA€ PacIoIaralTcs
CK3U1;

OCYUIECTBIIAECTCA Pa3srPaHUYCHUE U KOHTPOJIb
JIOCTYIIa MOJIb30BAaTENEN K 3aIlUIAEMbIM
pecypcawm;

OCYUIECTBIISIETCSA PETUCTPALUS U YUET
JIecTBuid mojp3oBarencii ¢ [1)1H;
OCYUIECTBIIIETCSA KOHTPOJIb LIEIOCTHOCTH
CPEICTB 3alIUTBHI;

Ha APM u cepBepax, Ha KOTOPbIX
yctanoBieHsl CK3U, ucnons3yrorcs
ceprudumposanusie C3U ot
HECaHKI[MOHUPOBAHHOIO A0CTyNa (faJee -
HCI);

UCIIOJIB3YIOTCS CEPTU(DUIIMPOBAHHBIE
CpEICTBa AaHTUBUPYCHOM 3aIIUThI

2. [IpoBeneHue aTak Ha dTamne
skcrryarauuu CK3U Ha
cienyromue 00beKTHI:
nokymenTtanuio Ha CK3U u
KoMIoHeHThI CD;
MTOMEIIICHHS, B KOTOPBIX
HAXOJUTCSI COBOKYITHOCTh
MPOTPaMMHBIX H
TEXHHYECKHX DJICMEHTOB
cucreM 00paboTKH
IAaHHBIX, CIIOCOOHBIX
(GYHKITMOHUPOBATH
CaMOCTOSTEIILHO HJIH B
COCTaBe CPEJICTB
BBIYUCIUTEILHON TEXHUKU
(manee - CBT) u C®

HeaxryansHo

[TpoBogasiTcst pabOTHI 1O TOI0OPY MEpCOHAA;
nokymenTanus Ha CK3U xpanurcs y
orBeTcTBeHHOTO 32 CK3U B MeTamimieckoM
ceiide;

MOMEIICHHUS, B KOTOPBIX PacroiIararTcs
noxkymenrtanusa Ha CK3U1, CK3U u
KoMITOHEHTHI CD, OCHAIICHBI BXOHBIMH
JBEPbMH C HAJIC)KHBIMH 3aMKaMH,
o0ecIedeHo MOCTOSTHHOE 3aKPhITHE JBEpei
MOMEUICHHI Ha 3aMOK, M UX OTKpBITHE
OCYIIECTBIISIETCS TOIBKO IS
CaHKLIMOHUPOBAHHOTO MPOXO/Ia;

YTBEPXKACH MEepPEUeHb JINII, UMEIOINX TIPABO
JIOCTyNa B MIOMEIICHUS

3. Ilomyuenue B paMmkax
MIPEIOCTaBICHHBIX
MMOJIHOMOYHM, a TaKXKe B
pe3ysbTare HaOIIoIeHHI
crnenyromei nHpOopMaIIiu:
CBEJICHUH 0 (PU3HUECKUX

AKTyaJlbHO
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Mepax 3aIuThl 00bEKTOB, B
KOTOPBIX Pa3MEIICHBI
pecypcsl
UH(POPMAITTOHHON
CUCTEMBI;

CBEJICHUU O Mepax 110
o0ecreveHnIo
KOHTPOJIMPYEMOM 30HBI
00BEKTOB, B KOTOPBIX
pa3MemieHbl PecypChl
nH(pOpMaITMOHHOM
CUCTEMBI;

CBEJICHUH 0 Mepax 1o
pa3rpaHUYCHUIO JOCTYIA B
MOMEUIEHUS, B KOTOPBIX
Haxongarcsa CBT, Ha
KOTOPBIX pPeasin30BaHbI
CK31 u C®

4. Micnionp30BaHUE ITATHBIX
cpencts UCII/H,
OTpaHUYEHHOE MEpamH,
pCajin30BaHHbBIMU B
nH}OpMaITMOHHON
cucreMe, B KOTOpOu
ucnonszyercs CK3U, u
HaITpaBJICHHBIMUA Ha
peIoTBpaIIeHHUE U
npeceyeHne
HECaHKI[MOHUPOBAHHBIX
JIeCTBUI

AKTyaJIbHO

5. ®U3UYECKU TOCTYI K
CBT, Ha KOTOpBIX
peanuzoBansl CK3U u CO

HeaxryansHo

[TpoBoasiTcst pabOTHI 1O TOI0OPY MEpCOHANA;
IIOMEUIEHMs], B KOTOpbIX pacnonaratorcs CBT,
Ha KoTopbIx pacnonaratorcd CK3U u CO,
OCHAIIL[EHbI BXOJAHBIMU JIBEPbMU C 3aMKaMH,
o0ecreYnBaeTcs MOCTOSTHHOE 3aKPBITHE
JIBEpeil MOMEIIIEHU Ha 3aMOK M UX OTKPBITHE
TOJIBKO ISl CAHKIIMOHUPOBAHHOTO ITPOX0Ja

6. Bo3MOXXHOCTB
BO3/JICHCTBOBATh Ha
annaparHble KOMIIOHEHTBI
CK3H1 u C®, orpannyeHHast
MepaMH, pealn30BaHHbIMU B
UH(POPMAITMOHHOW CUCTEME,
B KOTOPOW UCTIOJIB3YETCs
CK3MH, u HanpaBieHHBIMU Ha
IpPEAOTBpALIECHUE U
IpeceueHue
HECAHKLIOHUPOBAHHBIX
JEeHCTBUN

HeaxryansHo

[TpoBogasiTcst pabOTHI 1O TOI0OPY MEPCOHAA;
MOMEIICHHUS, B KOTOPBIX PacIoIararTcs
CK3U u C®D, ocHallleHbl BXOAHBIMHU JBEPHMH
C 3aMKaMU, 00eCIIEUnBACTCS TTOCTOSIHHOE
3aKpBITUE JBEpEU MOMEIICHUH Ha 3aMOK 1 MX
OTKPBITHE TOJBKO ISl CAHKIIHOHUPOBAHHOTO
IPOX0/Ia;

MPEICTAaBUTENN TEXHUIECKUX,
00CITY’>)KUBAIOIITUX U IPYTUX
BCIIOMOTATENBHBIX CITYX0 MpH padoTe B
MTOMEIICHHX (CTOMKAX ), TJIE PACIIOIOKEHBI
komnoHeHTsl CK3U u CO, u coTpynHuku, He
sIBIIsTIONHECs Tojb3oBaresiMu CK3U,
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HaXOAATCS B OTUX ITOMELICHUAX TOIBKO B
IIPUCYTCTBUM COTPYIHUKOB I10 HKCILIyaTaluu

7. Co3ganue crocoOoB,
MOJITOTOBKA U TIPOBE/ICHUE
aTak ¢ MpUBJICUYCHUEM
CIIEIIHAIICTOB B 00JIaCTH
aHaJu3a CUTHAJOB,
COTPOBOXKTAIOTIIUX
dbynkmonuposanre CK3U u
C®, u B obmactu
HCIIOJIL30BAHMS IS
peanm3auuu arak H/IB
npukiaanoro 110

HeaxryansHo

He ocymectBisiercst o00paboTKa CBEICHUH,
COCTABIISAIOIINX TOCYJaPCTBEHHYIO TaiiHy, a
TaK)ke MHBIX CBEJIEHUH, KOTOPbIE MOTYT
MPEJCTABISITh MHTEPEC JIJIS peaanu3aiun
BO3MOYKHOCTH;

BBICOKAsi CTOMMOCTb U CJIOKHOCTD
MOJTOTOBKH pean3aliii BO3MOXKHOCTH;
IPOBOASTCS PabOTHI O OAOOPY NEpcoHaa;
MOMEUIEHUS], B KOTOPBIX pacroiararTcs
CK3U u C®D, ocHanieHbl BXOJHBIMHU JABEPbMU
C 3aMKaMH, 00eCrieunBaeTCsl OCTOSIHHOE
3aKpBITHE JIBEpE ITOMEILCHUI Ha 3aMOK U UX
OTKPBITHE TOJBKO ISl CAHKIIMOHUPOBAHHOTO
MPOX0/a;

MPEICTAaBUTENIN TEXHUYECKUX,
00CITy’>KUBAIOIINX U APYTHX
BCIIOMOTaTENBHBIX CIIYXO Mmpu padboTe B
MOMEIICHUX (CTOHKaX ), TI€ PaCIOI0KEHbI
koMrnioHeHTbl CK3U u C®D, 1 coTpynHUKH, HE
sBIIsSTOIMEcs moJib3oBarensiMu CK3U,
HAXOJATCS B ATHX OMEIICHUSIX TOJIBKO B
MPHUCYTCTBUH COTPYIHUKOB IO IKCILTyaTallHH,
OCYIIECTBIISIETCS pa3rpaHuyYeHe U KOHTPOJIb
JIOCTYTIA MOJIb30BaTelIel K 3alUIaeMbIM
pecypcawm;

OCYILECTBIIAECTCS] PETUCTpAIUs U yUET
NEeUCTBUI MOIb30BaTENEH;

Ha APM u cepBepax, Ha KOTOPbIX
yctanoBiieHbl CK3U: ucnonws3yrorcs
ceprudunmposanusie C3U or HC/I;
UCTIONB3YIOTCS CEPTUPUITMPOBAHHBIC
CpEICTBa AHTUBUPYCHOM 3aIIUThI

8. [IpoBenenue
1a00paTOPHBIX
nccnegosanuii CK3U,
UCIIOJIb3YEMBIX BHE
KOHTPOJIMPYEMOU 30HBI,
OTrpaHUYEHHOE MEpamH,
peaIn30BaHHBIMU B
nHpOpMaITMOHHOM
cucreMe, B KOTOpOu
ucnonszyercs CK3U, u
HaIpaBIECHHBIMU Ha
peIoTBpalIeHHUE U
IpeceueHue
HECaHKI[MOHUPOBAHHBIX
JEUCTBUN

HeaxryansHo

He ocymectBnsiercst 06paboTka cBeieHuil,
COCTABIISIOIINX TOCYIapCTBCHHYIO TalHY, a
TaKX€ UHBIX CBEICHUM, KOTOPBIE MOT'YT
HPEICTABIATh UHTEPEC [T PEATN3aIH
BO3MO)KHOCTH;

BBICOKasi CTOUMOCTH M CIIOHOCTB
IMMOATOTOBKHU pCain3aliviid BO3MOXKXHOCTH
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9. IIpoBeaenue paboT mo HeakryansHo He ocymectBisiercst o00paboTKa CBEICHUIH,

CO3JIaHHIO CITIOCOOOB U COCTABIISAIONINX TOCYJAPCTBEHHYIO TaiiHy, a

CPEICTB aTak B HAy4HO- TaK)ke MHBIX CBEJIEHUH, KOTOPbIE MOTYT

HCCJIEZIOBATEIIbCKIX MPECTABISITh UHTEPEC JIJIS peaanu3alun

LEHTpaXx, BO3MOYKHOCTH;

CHEIUATH3UPYIOIINUXCS B BBICOKAasi CTOMMOCTD U CIIO)KHOCTh

obnacTu pa3paboTKu 1 MOJITOTOBKH PeaTU3aiiK BO3MOKHOCTH

ananmu3a CK311 u CO, B

TOM YHCIIE C

UCIIOJb30BaHUEM

HCXOJTHBIX TEKCTOB

Bxosmiero B CO

npukiaadoro 110,

HEMOCPEJCTBEHHO

HCIIOJIB3YIOIIETO BHI30BBI

IPOTPaMMHBIX (PYHKLIUH

CK31

10. Coznanue cnoco0oB, HeakryanbpHo He ocymectBnsiercst 06paboTka cBeieHui,

MOJrOTOBKA U TIPOBE/ICHUE COCTABIIAIOIINX TOCYJapCTBEHHYIO TaiiHy, a

aTak C MPUBJICYCHUEM TaK)Ke MHBIX CBEJICHUH, KOTOPBIE MOTYT

CHEIHAINCTOB B 00JIaCTH MPECTaBISITh UHTEPEC [ peaan3aluu

UCTIONTb30BAHUS JIJIsI BO3MOXKHOCTH;

peanu3zanuu atak HJIB BEICOKAsI CTOUMOCTE U CJIOKHOCTH

cucremuoro [10 MOJTOTOBKH pPeaU3aIlii BO3MOXKHOCTH;
MIPOBOAATCS PabOTHI 1O TTOI00PY MEepCoHaa;
MOMEIICHHUS, B KOTOPBIX PacIoIararTcs
CK3H u C®D, ocHallleHbl BXOAHBIMU JBEPHMH
C 3aMKaMU, 00eCTIIeUnBaETCS TOCTOSITHHOE
3aKpBITUE JBEPEU MOMEIICHUH Ha 3aMOK 1 MX
OTKPBITHE TOJBKO ISl CAHKIIHOHUPOBAHHOTO
IPOX0/Ia;
MPEICTAaBUTENN TEXHUYECKUX,
00CITy’>)KUBAIOIINX U APYTHX
BCIIOMOTATENBHBIX CIYXO Mmpu padboTe B
MOMEIICHUX (CTOHKaX ), TI€ PacIOI0KEeHbI
koMrnoHeHTbl CK3U u C®, u coTpynHUKH, HE
sSBIIsTIOIMEcs moJib3oBarensiMu CK3U,
HAXOJATCS B ATHX OMEIICHUSIX TOIBKO B
MPHUCYTCTBUH COTPYIHHUKOB IO IKCILTyaTallHH,
OCYIIECTBIISIETCS pa3rpaHuyYeHe U KOHTPOJIb
JOCTYTIA MOJIH30BATENCH K 3aIIUIIaeMbIM
pecypcawm;
OCYIIECTBIISICTCS PETUCTPALIHS U YIET
NEeUCTBHUI MOIb30BaTENEH;
Ha APM u cepBepax, Ha KOTOPbIX
yctanoieHsl CK3U, ucnons3yrorcs
ceprudunmposanusie C3U or HC/I;
UCIIOJIB3YIOTCS CEPTUDUIIMPOBAHHBIE
CpEICTBA AaHTUBUPYCHOM 3aIIUTHI

11. Bo3MOXXHOCTB HeakryansHo He ocymectBisiercst o00paboTKa CBEICHUH,
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pacronararb CBEJICHUSIMH, COCTABIIAIOIINX TOCYJapCTBEHHYIO TaiiHy, a
CoJIep KaILIUMHKCS B TaK)Xe€ UHBIX CBEJICHHI, KOTOPbIE MOTYT
KOHCTPYKTOPCKOI MPEJCTaBISITh UHTEPEC [T peaau3aluu
JOKyMEHTAIUU Ha BO3MOXHOCTH

amnmaparHple ¥ TPOrpaMMHBIC
KOMITOHEeHTEI CD

12. BO3MOXHOCTh HeakryansHo He ocymectBisiercst 00paboTKa CBEICHUIH,

BO3/ICHCTBOBATh Ha JIIOObIE COCTaBJIAIOIIKX TOCYAapCTBEHHYIO TaliHY, a

komrnoHeHThl CK3U u CO TAK)KE€ UHBIX CBEJCHUM, KOTOPbIE MOTYT
MNpEACTaBJIAATL UHTCPECC JJI pCaIn3allun
BO3MOXKHOCTH

4, Ol'[pCI[CJICHI/IC AKTyaJIbHBIX YI'PO3 0e30macHOCTH MNEPpCOHAJILHBIX JaHHBIX B
I/IH(I)OpMaI_II/IOHHBIX CucTeMax MNepCoOHAJIbHbBIX JaHHBIX

4.1. Ha ocHOBe MpOBEIEHHOIO aHaiau3a 0aHKa JIaHHBIX YTpo3 0€30MacHOCTH
uHpopmamu  (www.bdu.fstec.ru) ¢ ydéroM CTPYKTYpHO-(YHKIIMOHAIBHBIX
xapakTepucTuk TUNOBBIX MC, a Takke MPUMEHSIEMBIX B HUX WH(OPMAIIMOHHBIX
TeXHONOTU u ocobenHocreil (ynkuuonuposanus, B8 UC MBJIOY moryTt ObITH
aKTyallbHBI clieayroriue yrpo3sl 6ezonacHoctu UCI/IH:

YBU.3 Yrpo3a ananuza kpuntorpapuaecKkux aropuTMOB U UX peaTn3alliy;

YBU.4 Yrposa anmaparaoro copoca maposs BIOS;

YBU.6 Yrpo3a BHeApEeHUS KOJIa UIIA JAHHBIX;

YBH.7 Yrpo3a BO3AEHCTBUS Ha TPOrPAMMBI C BBICOKUMU NTPUBUIETUAMU;

YBU.8 Yrpoza BoccTaHOBNIEHUSI ayTeHTU(PUKAIIMOHHOW HH(POPMAITUY;

YBN.9 Yrpo3a BoccTaHOBIICHUS peabIAyIIeH ysa3BuMoil Bepcun BIOS;

YBU.12 Yrpo3za  ACCTPYKTUBHOTO  M3MEHEHHS  KOH(UTYpalvu/cpeabl
OKPYKEHHS ITPOTrpaMM;

VYBU.13 Y¥rpo3a JOeCTPYKTUBHOTO  HCIOJB30BAaHMUS  JIEKJIAPUPOBAHHOIO
¢ynkunonana BIOS;

YBU.14 Yrpo3a [IMTENBHOIO YAEp>KAHHUS BBIYMCIUTEIBHBIX PECYPCOB
IIOJIb30BaTEISAMU,

YBU.15 Vrpo3a goctyma K 3ammimiaeMbiM (aiilaM C  HUCIOJIb30BaHUEM
00XOHOTO MYTH;

YBU.16 Yrpo3a noctymna k J0KaabHbIM (aitnam cepsepa npu nomoinu URL;

YBU.17 Yrposa nocryna/nepexsara/uzmenenust HTTP cookies;

YBU.18 Yrpo3a 3arpy3ku HEIITATHOW ONEPAIlMOHHON CUCTEMBI;

YBU.19 Yrpo3a 3apaxenus DNS-kema;

YBU.22 Yrpo3a u30bITOYHOTO BBIJICJICHUSI OTIEPATHUBHOM MaMSITH;

YBN.23 Yrpo3a u3MeHeHus KOMIIOHEHTOB CUCTEMBI;

YBN.26 Yrpo3a uckaxenus XML-cxeMmsr;

YBU.27 Yrpo3a uckaxeHUs BBOAUMON W BBIBOJUMOW Ha mepudepuiiHbIC
yCTpoiicTBa nH(pOpManuu;

VYBN.28 Yrpo3a HCHOIB30BaHUS AalbTEPHATHUBHBIX IyTE€H JocTyna K
pecypcam;
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YBIN.30 Yrposa UCIIOJIb30BaHUS uHbOpMaIIH uaeHTuduxkanun/
ayTeHTU(UKALMK, 33JaHHON TT0 YMOITYAHUIO;

YBUN.31 Yrposa ucnosib30BaHUsS MEXaHU3MOB aBTOPU3ALIMU IJI TTOBBIIICHUS
NIPUBUJIET U,

YBU.32 Yrpo3a ucnonb30BaHus MOAEIbHBIX ITU(PpoBhIX noanuceit BIOS;

YBU.33 Yrpo3a ucnonab30BaHus c1ad0CTeN KOMUPOBAHUS BXOAHBIX JTAHHBIX;

YBbU.34 Yrpo3a wucnoiap30BaHusi  caa0OCTEed  MPOTOKOJIOB  CETEBOTO/
JIOKaJbHOTO 0OM€EHA TaHHBIMU;

YBU.36 Yrpo3a uccienoBaHusi MEXaHU3MOB pabOThI MPOTPAMMBI;

YBU.37 Yrpo3a uccnenoBanus MPIOKEHHs 4epe3 OTIETHI 00 OMMUOKAX;

YBU.39 Vrpo3a wucyepmanms 3amaca  KJIIOYEH, HEOOXOAUMBIX IS
oonosienus BIOS;

YBM.41 Yrpo3a MexcailTOBOrO CKpUIITHHTA;

YBUN.42 Yrpo3a MexcalTOBOM MOAJIECIIKY 3aIpOCa;

YBN.45 Yrpo3a HapyiieHus: u30ysuu cpebl ucnoHeHust BIOS;

YBUN.49 Yrpo3a HapylieHus 1eJOCTHOCTH JaHHBIX Kellla;

YBU.51 Yrpo3a HEBO3MOXHOCTH BOCCTAHOBJICGHHSI CECCHMM pabOThl Ha
[I9BM nipu BbIBOAE M3 NPOMEKYTOUHBIX COCTOSIHUIM TTUTAHUS;

YBUN.53 Yrpo3a HEBO3MOXXHOCTH yHpPaBICHUS IIpaBaMU IMOJIb30BaTeIEH
BIOS;

YBU.59 Yrpo3a HEKOHTPOJIHMPYEMOTO poOCTa YHCIA 3ape3epPBUPOBAHHBIX
BBIYUCIIUTEIBLHBIX PECYPCOB;

YBIN.62 Yrpo3a HEKOPPEKTHOIO HCHOJIb30BAaHUSA IPO3PAYHOrO IMPOKCH-
cepBepa 3a cU€T IUIaruHoB Opay3epa;

YBU.63 Yrposa HEKOPPEKTHOTO W CIIOIb30BAHUS (byHKITMOHATA
IPOTrPaAMMHOTO 00ECTICUCHNS,

YBU.67 Yrpo3a  HEmpaBOMEPHOIO  O3HAKOMJICHHMS  C  3allUIIAeMOMH
nHpopMalmei;

YBU.68 Yrposa HEMPaBOMEPHOT0/HEKOPPEKTHOTO VCTIOJIb30BaHUS
uHTepdeica B3auMOJIEUCTBUS C IPUIIOKEHUEM;

YBU.69 Yrpo3a HempaBOMEpPHBIX IEUCTBUI B KaHAJIaX CBS3H;

YBU.71 Y¥rpo3a HECaHKIMOHUPOBAHHOTO BOCCTAHOBJICHUS  YIAJIEHHOU
3amuiaeMon nHpopMalnu;

YBU.72 Yrpo3a HECAHKIMOHMPOBAHHOTO  BBIKJIIOUEHUS MM  00xoma
MEXaHM3Ma 3aIuThI oT 3amucu B BIOS;

YBU.74 Yrpo3a HECaHKIIMOHMPOBAHHOTO JOCTyNa K ayTeHTU(UKALMOHHON

uHbOopMaIN;

YBU.86 Yrpo3a HeCaHKIIMOHUPOBAHHOTO U3MEHEHUS ayTeHTU(UKALMOHHON
uHbOopMaIN;

YBU.87 Yrpo3a HECAHKIIUOHUPOBAHHOTO VCTIOJIb30BaHUS

npuBmiIernpoBaHHbIX GyHKuuii BIOS;

YBU.88 Yrpo3a HECaAaHKUMOHMPOBAHHOIO  KOMMPOBAHWS  3allUIIAEMOM
nHpopManuy;

YBU.89 Yrpo3a HECAaHKIIMOHUPOBAHHOTO PEAAKTUPOBAHUS PEECTPA;
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YBU.90 Y¥rpo3a HECaHKIIMOHUPOBAHHOTO CO3[aHUSl YYETHOM  3amucu
MOJIb30BATENS;

YBU.91 Yrposa HECAHKI[MOHUPOBAHHOIO YIAJICHUS 3alUIIaeMON
nHpopManuy;

YBU.93 Yrpo3a HeCaHKIIMOHUPOBAHHOTO yIpaBieHus 0ydepom;

YBUN.94 Yrpo3a HEeCaHKIMOHMPOBAHHOIO YMNPAaBICHUS CUHXPOHU3ALUEH U
COCTOSIHUEM,;

YBI.95 Yrpo3a HECaHKIMOHUPOBAHHOI'O YIIPABIEHUS YKA3aTEIsIMU;

YBU.98 Vrpo3a oOHapyXeHHS OTKPBITBIX MOPTOB M HWACHTU(UKALNN
MIPUBSI3aHHBIX K HEMY CETEBBIX CITYXk0;

YBU.99 Vrpo3a oOHapy)eHUS XOCTOB;

YBU.100 Yrpo3a o0xoga HEKOPPEKTHO HACTPOCHHBIX  MEXaHHU3MOB
ayTeHTU(UKAIINH,

YBU.102 Yrpo3a onocpeaoBaHHOTO YMpaBiIEHUS TPYIION MPOrpaMM 4depes
COBMECTHO MCIOJIb3yEMbIE JIAHHBIE;

YBU.103 Yrposa onpeneneHusi TAIOB 0OBEKTOB 3aIUTHI;

YBU.104 Yrpo3a onpeneneHus: TONOJIOTUHA BEIYUCIUTEIIBHON CETH;

YBU.107 Yrpo3a OTKIIIOYEHUS] KOHTPOJIbHBIX JIATYHUKOB;

YBU.109 Yrposa nepebopa BceX HACTPOEK U MapaMeTPOB MPUIIOKECHUS;

YBU.111 Yrpo3a nepenauu 1aHHBIX MO CKPBITHIM KaHAJIaM;

VYBU.113 VYrpoza nepe3arpy3ku ammapaTHbIX UM IPOrpaMMHO-aIapaTHBIX
CPEACTB BBIYUCIUTEILHON TEXHUKH;

YBU.114 Yrpo3a nepenoaHeHus [eJT0YUCICHHBIX TEPEMEHHBIX;

YBU.115 VYrposa nepexBara BBOAMMOI M BBIBOAUMON Ha mnepudepuitHbie
ycTpoiicTBa nH(pOpManuu;

YBU.116 VYrpo3a mepexBara JaHHBIX, IEPEAABAEMBIX MO BBIUUCIUTEIIHHOU
CeTH;

YBU.117 Yrposa nepexsara npuBUIETUPOBAHHOIO MMOTOKA;

YBU.118 Yrpoza nepexsara npuBUIETUPOBAHHOIO MPOLIECCA;

YBU.121 Yrpo3a noBpexaeHUs CHCTEMHOIO PEECTpPa;

YBU.122 Yrpo3a noBbillieHUS TPUBUIIETHM;

YBU.123 Yrposa nondopa mapois BIOS;

YBU.124 Yrposa noaaenku 3anuceit xxypHajia perucTpaliyd COObITHIA;

YBU.127 Yrpo3a noaMeHsl JeHCTBUS MOJIB30BATENS MMyTEM 00OMaHa;

YBIM.128 Yrpo3a nogmMeHbl JOBEPEHHOTO MOJIb30BATEIS;

YBU.129 VYrpo3a mogMeHbl pe3epBHON KOTHHM MPOTPAMMHOTO OOECIIEYCHHS
BIOS;

YBHM.130 Yrpo3a nogMeHbl COAEPHKUMOTO CETEBBIX PECYPCOB;

YBU.131 Yrposa nogmeHbl cyOBEKTa CETEBOTO JOCTYIIA;

YBU.132 VYrpo3a nonydeHus npeaBaputesbHOW MHMOpMaAIiu 00 OOBEKTe
3aIIUTHI;

YBU.139 Yrpoza npeonosieHus: (GU3NIeCKON 3alIuThl;

VYBU.140 Yrpo3za mpuBeAcHUS CHUCTEMbI B  COCTOSHME «OTKa3 B
00CITy>KUBaHUW;
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YBIM.143 VYrpo3a nporpaMMHOIO BBIBEAECHHUS U3 CTPOS CPENCTB XpaHEHUS,
00paboTKu ¥ (UJIM) BBOJIA/BBIBOJIA/TIEpeaur HH(GOPMAIUK;

YBU.144 Yrposa nporpamMmmuoro copoca napoist BIOS;

VYBU.145 Yrpo3za mpomycka MPOBEPKH LEJIOCTHOCTH  MOPOTPAMMHOIO
o0ecCIIeuYeHus;

YBU.149 Yrpoza cb6os 00paOOTKU cCIelHalbHBIM 00pa3oM H3MEHEHHBIX
Gbaiinos;

YBU.152 Yrpo3za yaanenus ayTeHTU(PHUKAITMOHHON HH(OpMaLnu;

YBUM.153 Yrpo3a ycuieHHs BO3AEHCTBHS Ha BBIYMCIHUTEIBHBIE PECYPCHI
N0JIb30BATENEHN MPU MOMOILN CTOPOHHUX CEPBEPOB;

YBU.154 Yrpo3a yCcTaHOBKH yS3BUMBIX BEpCUil OOHOBICHUS MPOTPAMMHOTO
oOecmeuenus BIOS;

YBU.155 Yrposa yTparsl BEIYUCIUTEIBHBIX PECYPCOB;

YBU.156 Yrposa yrparsl HOCcUTeNeH HHPOPMALIIY;

YBU.157 Yrpo3a (¢u3n4eckoro BBIBEACHUS W3 CTPOS CPEICTB XpaHEHUS,
00paboTKM ¥ (UJIM) BBOJIA/BBIBOJIA/TIEpeaur HH(GOPMAIUK;

YBU.158 Yrposa dopmarupoBaHusi Hocutene nHbopmaluu;

YBU.159 Yrposa «hopcupoBaHHOTO BEO-Opay3uHTay;

YBU.160 Yrpo3a XxuimeHuss CpeACcTB XpaHEHHs, OO0padOTKH U (WIJIM)
BBO/1a/BBIBOJIa/TIEpeaun HHGOPMAITUK;

YBU.162 Yrposa skcrutyarauuu 1u@poBoi NOAMMCH IPOTPAMMHOTIO KOJIa;

YBU.163 Yrposza nepexBara UCKIIOYEHUS/CUTHANIA U3 IPUBUIETUPOBAHHOTO
Ooka pyHKIUI;

YBU.167 Yrposa 3apayKeHUs KOMIIBIOTEPA pu IIOCEILEHU U
HeOaaroHaAEKHBIX CAalTOB;

YBU.168 Yrposa «kpaxu» y4€THOU 3alUCH JOCTYNAa K CETEBbIM CEPBHUCAM;

YBU.170 Yrposa HenpaBoMepHOTro mudpoBaHust HHGOpPMAIUK;

YBU.171 Yrpo3a CKpbITHOTO BKJIIOUEHMSI BBIYMCIUTEIBHOTO YCTPOWMCTBA B
cocTaB 00T-CETH;

YBU.172 Yrpo3a pacnpoCTpaHEHUsI «IIOYTOBBIX YEPBEI»;

YBU.173 Yrposa «cnamay BeO-cepBepa;

YBU.174 Yrposa «bapmMuHray;

YBU.175 Yrposa «bumnimHray;

YBU.176 Yrpo3a  HapymieHHS  TEXHOJIOTHYECKOTO/TIPOU3BOACTBEHHOTO
npolecca U3-3a BPEMEHHBIX 33€PKEK, BHOCUMBIX CPEICTBOM 3aIUTHL;

YBU.177 Yrpo3a HENOATBEPKAEHHOIO BBOAA JAaHHBIX OIEPATOPOM B
CUCTEMY, CBSI3aHHYIO C 0€30MaCHOCTHIO;

YBU.178 Yrpo3a HECaHKIIMOHUPOBAHHOTO UCIIOJB30BAHUS CUCTEMHBIX W
CETEBBIX YTUJIUT;

YBU.179 Yrpo3a HECAaHKIMOHMPOBAHHOM MOAU(UKAIMK  3alTUIIaeMOn
uHpopManuy;

YBU.180 Yrpo3a oTkaza TMOACUCTEMBI OOECIEUYEeHHUS TEeMIIEpaTypHOTO
pexnMma;
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YBUM.181 Yrpo3a nepexBara OJHOPA30BBIX MApoJied B PEXKUME PEATBLHOTO
BPEMEHU;

YBU.182 Yrposa ¢u3ndeckoro yctapeBaHus anmnapaTHbIX KOMIIOHEHTOB;

YBU.183 Yrpo3a mepexsara ymnpaBi€HHUSI aBTOMAaTU3UPOBAHHOW CHUCTEMOM
yYIPaBJIEHUs TEXHOJIOTUYECKUMHU MPOLIECCAMHU;

VYBU.185 Yrpo3a  HECAHKIIMOHMPOBAHHOTO  WU3MEHEHHUSI  IapaMeTPOB
HACTPOMKHU CPEJICTB 3alUThl HH(OPMALINH;

YBI.186 Yrposa BHeApEHHS BPEIOHOCHOTO KOJa Yepe3 peKIamy, CEpPBUCHI U
KOHTEHT;

VYBUM.187 Yrpo3a HECaHKLMOHHPOBAHHOIO BO3JEWUCTBHS Ha CPEICTBO
3alIUTHl THPOpMAIIHH;

YBH.189 Yrpo3a mackupoBaHHs AEMCTBUI BPEIOHOCHOTO KOJIA;

YBU.190 Yrpo3a BHeapeHUs BPEIOHOCHOTO KOJa 3a CYET MOCEUIEHUS
3apaKCHHBIX CAaUTOB B C€TU VIHTEpHET;

YBU.191 Yrpo3a BHeIpeHUsS BpPEIOHOCHOTO KOJa B  JUCTpUOYTHUB
POrpaMMHOT0 00eCIIeUeHuUS;

YBU.192 Yrpo3a wuCHONIB30BaHUS  YSA3BUMBIX BEpPCUH  MPOTPAMMHOIO
o0ecIIeueHus;

YBU.193 Yrposa yreuku nHPOpMAIMM 32 CYET MPUMEHEHUS BPEIOHOCHBIM
POrpaMMHBIM 00ECIIEYeHHEM AITOPUTMOB MIK(PPOBaHUS TpaduKa;

YBU.197 Yrpoza xuiieHuss ayTeHTU(UKALIUOHHOW HHPOpMAIMH U3
BpeMeHHBIX (aitioB cookie;

YBIM.198 Yrpo3a CKpBITHOM pErucTpaldyd BPEIOHOCHON MPOrpaMMHOI
YUETHBIX 3aIIUCEN aJMUHUCTPATOPOB;

YBU.201 Yrpo3a yTeuku MOJB30BATEIbCKUX AAHHBIX MPU HCHOJIb30BAHUU
(GyHKIMIT aBTOMATUYECKOTO 3alOJHEHUs ayTeHTU(UKAIMOHHOW HHpOpMAIH B
Opaysepe;

YBU.203 Yrpo3a yTeukn HHGPOpPMAIIMKM C HE TMOJKIIOUEHHBIX K CEeTU
HNHTEpHET KOMIIBIOTEPOB;

YBN.204 Yrpo3a  HECAaHKIIMOHUPOBAHHOTO  HW3MEHEHUS  BPEIOHOCHOM
NpOrpaMMOM  3HAYEHUM  MAPaMETPOB  MOPOTrPaMMHUPYEMBIX  JIOTMYECKHUX
KOHTPOJIJIEPOB;

YBU.205 Yrpo3a HapymieHuss paOOThl KOMIBIOTEpAa M OJOKHPOBAHUSA
JOCTylla K €ro JaHHbIM H3-32 HEKOPPEKTHOM padOThl YCTAHOBJIEHHBIX HAa HEM
CPENCTB 3aIIUTHI.

4.2. Yrpozamu 0€30MacCHOCTH MEPCOHAIBHBIX JAaHHBIX MPU UX 00pabOTKe ¢
ucnonb3oBanrem CK3U sapisrores:

4.2.1. co3manue cmoco0OB, TOATOTOBKA © TMPOBEICHHE arak 0e3
NPUBJICUYCHHUS CIIEIUAINCTOB B 00acTH pa3padboTku u ananuza CK3U;

4.2.2. coznanue cnoco0oB, MOJArOTOBKA M MPOBEACHHE aTaK Ha Pa3IUYHBIX
srammax ku3HeHHoro Imwmkiaa CK3U. K »ramam xusHennoro mwmkiaa CK3U
OTHOCSTCS: pa3paboTka (MOAEpHHU3alMs) YKa3aHHBIX CPEJCTB, UX MPOU3BOACTBO,
XpaHEeHHEe, TPAHCTIOPTUPOBKA, BBOJ B AKCILTyaTalllio (ITyCKOHAJIAOYHbIE PaOOThI),
DKCIUTyaTanus;
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4.2.3. mpoBeicHUE aTaku, HAXOAACh BHE MPOCTPAHCTBA, B IMpeaesiax
KOTOPOTO OCYIIIECTBIISIETCS KOHTPOJIb 3a PeObIBAHUEM U JCHCTBUSAMMU JIUIL U (WIIH)
TPAHCHOPTHBIX ~ CPeICTB  (Jajiee - KOHTpoiwpyemas 30Ha). |paHuuein
KOHTPOJIMPYEMOW 30HBI MOXET OBbITh: MEPUMETP OXpaHSEMOH TEpPPUTOPUU
OpraHu3alllK, OTpaXJaloIINe KOHCTPYKLIHMH OXPAaHSIEMOTO 3[aHus, OXpaHsIeMOu
YaCTH 3/1aHMS, BBIJIEJICHHOTO MMOMEIICHUS;

4.2.4. npoBeieHHe Ha dTanax pa3paboTku (MOJEpHU3ALMH), TPOU3BOJICTBA,
xpaHenusi, TpaHcnoptupoBku CK3UW wu srtame BBoma B 3kciuryatauuio CK3U
(mycKoHama10uHble paboThl) CIEAYIONIUX aTaK:

BHECEHHE HECAaHKIMOHUpOBaHHbIX u3MeHeHnit B CK3U u (wim) B
KOMIIOHEHTHI amnmnaparHbiX U TMPOTPAMMHBIX CpPEJICTB, COBMECTHO C KOTOPBIMU
mratHo QyHKunoHUpyroT CK3UM, B COBOKYMHOCTH, TNPEACTaBISIOUINE CPEIY
dynakmonupoBanuss CK3U, kotopple CMOCOOHBI TOBIHATH Ha BBHITIOJHEHUE
npenbsBisiemblx k CK3W TpeGoBaHuii, B TOM YMHCIe C HCHOJIb30BAHUEM
BPEOHOCHBIX MPOTPaMM;

4.2.5. npoBeaeHue arak Ha 3Tane skcrnyarauuu CK3U na:

NEPCOHAJIbHBIE TAHHBIE;

KITIOYEBYI0, ayTEHTUPUIUPYIOLTYIO U apoibHyo nHpopmanuio CK3U;

nporpammMmubie KomnoHeHThl CK3U;

anmnaparabie komnoHeHTsl CK3U;

nporpaMMHble KoMHoHeHThl C@, BKJIOUas MNPOrpaMMHOE OOecredeHne
BIOS;

anmnapaTHble KOMIOHEHTbI CD;

JaHHbIE, [IEpEIaBacMbI€ 110 KaHaJaM CBS3H;

4.2.6. nonyyeHNUe M3 HAXOAAIIUXCA B CBOOOJHOM JOCTyNE€ HMCTOYHHKOB
(BKITROYasT MHPOPMAITMOHHO-TEJIEKOMMYHUKAIIMOHHBIE CETH, TOCTYI K KOTOPHIM HE
OTpaHUYEH OMNPENCICHHBIM KPYroM JUI, B TOM 4HCI€ HHPOPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHYIO0 ceTh «WHTepHeT») uHbopmauuu o6 MC, B koropoi
ucnonb3yetcss CK3U. [Ipu 3ToM MOKET ObITh MOTy4YeHa cieaytonas nHhopMarus:

oommue cenaenus o6 MC, B koropoit ucnonb3yercs CK3U (HaznaueHue,
COCTaB, Omneparop, 00bEKThI, B KOTOPBIX pazmenieHsl pecypebl UC);

cBeZeHUsT 00 WMH(MOPMALIMOHHBIX TEXHOJNOTHSX, 0azax manHbix, AC, IIO,
ucnonp3dyembix B HMC coBmectHo ¢ CK3UM, 3a UCKIIOYEHHEM CBEICHUM,
COJIEPIKAIIMNXCSI TONBKO B KOHCTPYKTOPCKOM JOKYMEHTAIIMM Ha MH(POPMAIIMOHHBIE
TexHojoruu, 6a3el nanubix, AC, I10, ucnonszyemsie B UC coBmectno ¢ CK3U;

cofiepaHhe HaxOAsIIeHcs B CBOOOAHOM JOCTyNE JOKyMEHTallUd Ha
annaparHele 1 nporpaMMubie koMroHeHTsl CK3U u C;

oOImIre CBeIeHHs O 3allUIIaeMoil HHPOpPMAIIMH, UCIIOIB3yEeMOH B MpoIecce
skcrutyararuu CK3U;

CBEICHUS O KaHajlaXx CBSI3M, MO KOTOPBIM mepenatorcs 3auuiiaembie CK3U
NEepPCOHAJIbHBIE JaHHbIE (aliee - KaHaJ CBSI3H);

4.2.7. npuMeHEeHUEe HAXOIAUIMXCS B CBOOOAHOM JOCTYIIE€ WIIM UCTIONb3YyEeMbIX
3a mnpenenamu KoHTpoiupyemMoil 30Hbl AC u I1O, Bkirouas anmapaTHble U
nporpammMmubie kKomnoHeHThl CK3U u C®;
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4.2.8. monyyeHue B paMKax MPEJOCTABICHHBIX MOJIHOMOYMI, a TAaKXKE B
pe3yibrare HaOMIoAeHUH cinenyronie nHpopmanuu:

CBEIEHUH O (PU3MYECKUX MEpax 3alllUThl OOBEKTOB, B KOTOPHIX pa3MELICHbI
pecypcesl UC;

CBEICHUH O Mepax MO O0ECHEeYEHUI0 KOHTPOJIUPYEMON 30HBI OOBEKTOB, B
KOTOpBIX pa3melleHsl pecypesl UC;

CBEICHUH O Mepax MO pa3rpaHUUYEHUI0 JOCTyIa B MOMEIIEHUs, B KOTOPBIX
Haxonarcs CBT, Ha kotopeix peanuzoBanbl CK3U u C;

4.2.9. ucrIONBb30BaHUE  IITATHBIX  CPEJICTB, OrPAaHUYEHHOE  MeEpaMmu,
peanuzoBanHbiMU B IC, B kotopoii ucnonwszyercss CK3W, u HanpaBieHHbIMU Ha
IIPEAOTBPALLIECHUE U IIPECECUEHNE HECAHKIIUOHUPOBAHHBIX TEUCTBUMN.
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